
Why Blancco

Blancco is the industry 
standard in data erasure and 
mobile device diagnostics 
software. Blancco data erasure 
solutions provide thousands of 
organizations with the tools they 
need to add an additional layer 
of security to their endpoint 
security policies through secure 
erasure of IT assets. All erasures 
are verified and certified through 
a tamper-proof audit trail. 

Blancco data erasure solutions 
have been tested, certified, 
approved and recommended 
by 15+ governing bodies and 
leading organizations around 
the world. No other data 
erasure software can boast 
this level of compliance with 
the rigorous requirements set 
by government agencies, legal 
authorities and independent 
testing laboratories.

Blancco Management 
Console
Centralized, Secure Point of Control for Report 
Collection and Data Erasure Verification

Prove, enforce and manage your security and 
compliance policies with Blancco Management Console.

Blancco Management Console provides data erasure management access to 
internal users, administrators and support staff. Within this centralized and secure 
point of control, you can view all data erasure licenses, create and modify users and 
groups, view operator throughput, monitor erasure activities and collect tamper-
proof reports to prove data erasure and regulation compliance. Additionally, your 
customers can feel secure that no personally identifiable information (PII) is stored 
as part of this process.

Key Benefits
Safely Monitor Data Erasure Activities and Report Precisely on Results

• Provide insight into staff performance with an operator throughput widget
that can be filtered by product, group or date range.

• Store, share or search for reports in a tamper-proof environment to prove
you’ve met compliance with all local, national and global regulations,
including PCI DSS, HIPAA and GDPR.

Streamline Internal Processes and Strengthen Transparency

• Integrate data erasure into your existing asset management infrastructure
to automate workflows and simplify compliance.

• Identify performance issues across all of your assets and quickly access
reports to solve any potential production shortcomings.

Prove Data Sanitization Across the Entire Data Lifecycle

• Easily scale data protection policies across physical, logical and virtual
environments and optimize operations with erasure statistics and business
intelligence dashboards.

• Centralize control and report on all erasure activities with 100% certified and
tamper-proof reports.
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Technical Specifications

CENTRALIZED PROCESS MANAGEMENT ACCESS CONTROL & USER MANAGEMENT

• Web service interfaces (REST API) for seamless integration with 
existing AMS/ERP systems

• Full automation requiring minimum user interaction

• AD integration for user authentication

• Erasure statistics to identify performance issues across all assets

• SAML/SSO authentication (single sign-on) support

• Azure authentication support

• Extensive database support 

• Built in user level such as Admin, Manager and User

• User role management including granular control over erasure and 
reporting authorities

• Built-in erasure license management 

• Groups and subgroups can also be created for report sharing and 
license assignment

• Operator throughput widget allows greater insight into staff 
performance

TECHNICAL SPECIFICATIONS REPORTING

• Full traceability with detailed information including action logs for each 
individual report 

• Reports available in CSV, PDF and XML formats

• Fast and user friendly report searching (including search by date) 

• Add user-created reports for non-functioning assets 

• Automatic report fetching with live management

• Offers high availability support

• Comprehensive data erasure reports and statistics 

• Full hardware and software details recorded 

• Easy report importing, exporting, editing, emailing and validating 

• Back up incoming reports directly to local filesystem

• Allows for archiving of reports

• Customizable reports, with the option to add company logo

MINIMUM HARDWARE REQUIREMENTS AUDITING LANGUAGE SUPPORT

• Dual-core processor or better 

• 4 GB RAM or better 

• Network interface card 

• Display 

• Keyboard and mouse 

• Free USB port 

• Java Runtime Environment (OS 
independent)

• Tamper-proof reporting with secure digital 
signatures 

• Comprehensive asset and chain  of 
custody tracking 

• Full transparency of the erasure process

• English

• French

• German

• Japanese

• Korean

• Portuguese

• Chinese

• Spanish

Please ask your Blancco sales representative 
for details. 


