Datasheet

Identify and protect
data at rest

The speed of data creation continues to increase, and that means the volume of
data at rest is growing exponentially. With more people accessing and storing
files in a multitude of network and cloud repositories, your sensitive data could be
just about anywhere.

Highlights
TITUS Illuminate helps you deﬁne what and
where your data is, who has access to it,
and how to protect it.

TITUS Illuminate helps you discover and identify your data at rest so you can apply
classifications, including persistent metadata to secure your most valuable data.

• Identify and understand your enterprise
data at rest

How Illuminate works
Illuminate scans ﬁle storage, including on-premise ﬁle shares, Box, Dropbox,
OneDrive, and Microsoft SharePoint and SharePoint Online. It examines and
automatically classiﬁes the ﬁles it discovers, ensuring appropriate data protection
is applied. And, as it scans ﬁles, Illuminate gathers extensive information about
each ﬁle, building a data inventory for you to run analytics to identify risk areas.

• Automatically classify ﬁles based on
content and context

Enhance your security ecosystem with data identiﬁcation and classiﬁcation
Other security solutions, such as data loss prevention (DLP) and enterprise rights
management (ERM), cloud access security brokers (CASB), and next generation
firewalls can leverage TITUS metadata to enforce the data protection policies
you’ve defined. Our Classiﬁcation Suite works seamlessly with Illuminate to
apply data-in-motion rules and ensure the right people have access to the right
information at the right time.

• Protect ﬁles with encryption and
remediation options
• Analyze results to better understand
your data
• Enhance the ability of DLP, ERM,
and other security solutions to apply
the appropriate controls based on
classiﬁcation

Classification:
The Foundation of Data Security
Establish a reliable and simple way to
manage and protect the flow of information
by ensuring emails, documents and files
are clearly and accurately classified at
the point of creation, without disrupting
the user experience or workflow. TITUS
Classification Suite makes it easy to embed
user friendly classification tools into the
productivity apps you already use while
guiding people to make better security
decisions when creating, handling or
sharing information.

Comply with data protection regulations and gain insight into data at risk with
TITUS Illuminate.

With Illuminate and TITUS Classification
Suite, you can protect your data throughout
its lifecycle.

Illuminate

Identify and Protect Data at Rest
By identifying and classifying data at
rest, organizations can engage the entire
ecosystem of information security products.
They can also engage end users by
building awareness of safe information
handling, information sensitivity, and
security policy. Illuminate enhances the
ability of DLP, ERM and other security
solutions to apply the proper security
controls based on the classification. And
it can apply additional layers of security,
such as automatic encryption, to your most
valuable data.

Comply with Regulations
The increasing number of data protection
and cybersecurity regulations across
industries and geographies have made
the identification and security of data at
rest a growing concern. Illuminate can
apply and detect metadata on data at rest,
allowing enterprises to prove regulatory
compliance. When used with third-party
encryption and DRM software, enterprises
can demonstrate use of best of breed
technology and best practices when it
comes to regulations such as GDPR and
the protection of personal data.

Improve Organizational Efficiency
Illuminate can automatically embed or read
TITUS Classification metadata based on
your policies, saving time and resources
in identifying and protecting data at rest.
Scanning optimization allows organizations
to prioritize which files to process, ensuring
that high-value assets are classified and
protected first while allowing full visibility
into the complete inventory of data at rest.
Leveraging the complete file inventory
created by Illuminate, organizations can
identify and remediate risk exposure
by managing and reporting on access
to sensitive data and by disposing of
redundant or obsolete data.

About TITUS

Supported File Stores

TITUS solutions enable organizations to discover, classify,
protect and confidently share information, and meet regulatory
compliance requirements by identifying and securing
unstructured data. TITUS products enhance data loss prevention
by classifying and protecting sensitive information in emails,
documents and other file types on the desktop, on mobile
devices, and in the cloud.

TITUS Illuminate supports the following
scan destinations:
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Files shares
Microsoft SharePoint On Premise
Microsoft SharePoint Online
Dropbox
Box
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